LABEEB SABBAH

linkedin.com/in/labeeb-sabbah
4962790751595 labeebmuath2003@gmail.com

Amman, Jordan

OBJECTIVE

An experienced penetration tester with hands-on experience in penetration testing, vulnerability scanning and
assessment. Holder of multiple professional certifications such as OSEP, OSCP/OSCP+ and CPTS. Skilled in
identifying and mitigating security risks across diverse environments. Passionate about continuous learning and
delivering impactful security solutions to strengthen organizational resilience against evolving threats.

EXPERIENCE
Penetration Tester Nov 2024 - Present
STS a ZainTECH Company Amman, Jordan

e Conducted network, web and mobile application penetration tests simulating real-world adversaries.
e Delivered detailed technical reports and executive summaries with actionable remediation steps.
e Developed and executed phishing campaigns, both for clients and internal staff.

e Collaborated with clients and blue team to strengthen security posture.

SOC Analyst Intern Mar 2024 - Jun 2024
Future Technology Systems Co. (FutureTEC) Amman, Jordan

e Monitored SIEM alerts, investigated incidents, and escalated security threats to appropriate teams.

e Developed detection rules and improved alert tuning to reduce false positives.

Full Stack Web Developer Mar 2022 - Feb 2025
Freelancer Amman, Jordan

e Designed and developed responsive web applications using multiple technologies.
e Delivered custom solutions for clients while applying secure coding best practices.

e Built and deployed containerized applications using Docker on-premises and in cloud.

CERTIFICATES

Offensive Security Experienced Penetration Tester (OSEP) Mar 2026
OffSec

Offensive Security Certified Professional (OSCP/OSCP+) Aug 2025
OffSec

Certified Penetration Testing Specialist (CPTS) June 2025
Hack The Box

Certified Red Team Analyst (CRTA) Feb 2025

CyberWarFare Labs

Practical Junior Penetration Tester (PJPT) Nov 2024
TCM Security



EDUCATION

Bachelor’s of Cybersecurity 2021 - 2024
WISE University

Top of my class - Grade: 92.7%

PROJECTS

ProOxiMonitor Mar 2024 - May 2024

e [oT-based oxygen monitoring system. Real-time data sent to AWS. Automated alerts, enhanced security
with two-factor authentication and blockchain. Wazuh SIEM integration. Web app for remote monitoring
and data access by healthcare staff.

ProdExpert Sep 2023 - Dec 2023

e A web application that utilizes RFID technology for efficient supply chain tracking, enabling easy, quick, and
real-time monitoring of product location, counts, and metadata.

New Humanitarian Knowledge Research Apr 2023 - Jun 2023

o A digital platform has been developed for researchers to share and showcase their projects online. This user-
friendly web application empowers individuals to present findings, methodologies, and conclusions, fostering
collaboration and knowledge exchange within the global research community.

SKILLS

Cybersecurity Active Directory Penetration Testing, Network Penetration Testing
Web Application Penetration Testing
Mobile Application Penetration Testing
Report Writing, Vulnerability Scanning,
Information Security, Network Security,
Security Information and Event Management (SIEM)
Front-end Technologies HTML, CSS, JavaScript, Bootstrap, TailwindCSS, jQuery, Familiar with Vue

Back-end Technologies PHP, Laravel, AJAX, JSON, Familiar with Nodejs, Expressjs
Databases MySQL, PostgreSQL, Familiar with MongoDB

Version Control Git, GitHub

Cloud Computing AWS, DigitalOcean

Containerization Docker

AWARDS AND ACHIEVEMENTS

First Place, Information Technology Students Activity Fair (ITSAF) Competition May 2024

e Our proposed solution "ProOxiMonitor” secured us the first place in the prestigious Information Technology
Students Activity Fair that is sponsored by the ITSAF and University of Petra (UoP).

Second Place, Tamayaz Graduation Projects Competition Dec 2023

e Our proposed solution "ProdExpert” secured us the second place in the prestigious Tamayaz Graduation
Projects Competition that is sponsored by the National Center for Inovation and InJo4.0.



